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Protecting Data on Mobile Cloud Computing

Vikram Patalbansi, G. Prasanna Laxmi

Abstract— Mobile Cloud Computing is & combinarion af
general Clid Computing and Mobile Compiting i which we
ﬁwmmmmﬂrmﬁum:ﬁrmnnﬂmuﬂmmm
the help of wiebile electronics and peripherals like mehile
smrrtphones, lapleps, godgers, e v Cefinfar Technalagy of
Wirsless Communicotion. Mubile devices have foix of resource
consirmlnts fike THOrage capooily, prcesning apeed, and bawery
fife. Hewee through simple mobile crnpaiing  soffwrre mnd
pragrenraing, we carmod nragipulode e avobile devices af el
dute cemter ipformution, Secause of much kimids of difficulty, we
v dn process infarmation mrodats through exteral misbile
devicer, Accessing wnd processing of data with g Bt onf Tirmestesd
Third Purty Agency (TPA) outside the elpud dirtn comter ard
wnbile devices have I af security challompee Ta amake clowd
i secure aver oiside resources, lots of serminologles and
thewry e paf forward &y varics revearchers. Tn s paper, we
will mnelyze their theary and its andtatians wnd offfer oirr securify
algurition preposal Ti s thesls article, we analyoe ihe seeurily

for storimg dwta on Clowd Server by Mobile amd
Himitation of this precess. Alsa, we review the ileecry of haw drny
can Be secirre mir duta an cloud edmimistooies,

Kepwords: Mobile Cload Compueting, Security algaritiun af
chared, Wircless securify

L INTRODUCTION

The Mobile Clowd Computing i hybrid technology in the
sense of wircless communication between mobile device and
clowd data storage system through ecllular technology. Using
Mohile Cloud Computing (MCC) all the processing sl
storage are happen over cloud computing area insicad of
mohile device due 1o iis limitation in storage and processing
power and information are stored in multiple location so that
MO is a reliable system and on-demand we can gel ACCCSS
1o any information irrespective of lecation and hardware
configuration of user mobile electronic devices and hence
sharing of information between fwo of mare entities vin
wireless: communication face mrg SECUrTY challenges like
phighing aitacks, man-in-middle attack, deninl-of-service
(DS} ete. The objective of this {sesis paper 15 1o propose 4
new theory of encrypting the informalion o3 well as
guthentication of the mobile bser.
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Fig. | Mobile Clond Computing Architeclure [4]

1. RELATED WORKS

[1]in Mobile Cloud Computing, all small porable
devices are wirclessly connected with the clowd server.
During wireless communication, the cloawd server generntes
master keys for every mobile device based on their unique
identity like MAC address and [MEl ete. After mufunl
authentication and regissration, the mobile devices and cloud
cerver communicated 1o each other by encrypling
information with the help of cloud server, the generated
master keys for specific mobile devices. The main limitation
of this paper s that mobile devices hnving geographical area
constraint and lack of central standard authenticator. [T
devices move from one nrea to another, then i1 has te be
puthenticating with o pew server gnd may face problems of
compatibility 0 ferm of hardware configuration and
software.  [2] In this papersanthors suggested the theory of
Moud-Radic  Access  Network (C-RAN) o make
communication berween the mobile device and cloud server
with the help of middle man mdie base stallon with high
ridior signal bandwidth. The C-RAN neiwork architecture has
a three-layer model as L1, L2, L3 LL s the physical lnyer
{PHY), which mainly provides 2 dkata transmission service 10
the higher layers, channel coding, rate matching and Multiple

Input Multipte Output (MIMI) technology, ete. 1.2 s the
layer responsible for Media Access Control (MAC), Radio
Link Control (RLC) and Packet Data Convergence Protecol
(PDCR) that munly pros biles data link comeal

A
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Authentication Theory for Mobile Cloud Computing
Vikram Patalbansi

Depariment of Compuler Science
Pacific Untversity , Udaiparr, fndia

Dr. G. Prasanna Laxmi
Deparmment of Comprter Sclepces Erginereing
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Abstract- Mohile Cloud Camputing (MCC) is o hybrid techaolagy of mobile conputing: cloud compaiing, and wirgless
cellular bechnology, With the help of mobile devices like smartphone, laptop, iFod, o, we can sooess and process remobe delo
which are stored over the cloud server in real-time through wireless networks. Hence it is bots of chaness thal sensitive
information i suscepiible 1o various types of antacks and anyone can misuse oar information. S0 to exiablish secuse rAnsmission
of data among varlous communicating entities of mobile cloud computing, there mus! be o good quality authenication schems
that should be mmplemented, Here in the thesis paper, we review the various suthentication scheme proposed by vanous
rescarchers. Afler studying various protocols we propese our multi factors anonymous suthentication schense wiwler mokile cloud
computing netwark architecture, In the propased thesis paper, we used the Fuzey Extractor functian i bioimctric-based key
production technology. To manipulate various nmultiple suthentication parnmeters Hke userld, password, IMSL, IMEL, virtusl
smart card, and ULCC, authestication application (Mobike App software) is wsed over mobibe devices and establiched the session
wilh 1he cloud server, S0 o scheme avoids any informsstion disclosure even fingerprint impression alsa and prolects mobile
chient privacy and improves the secusity of every entity of Mabdle Cloud Compistmg.

Keywords — Mabile Clond Compating, suthentication, wircless secarity.

L INTRODUCTION

The combination of cloud infrastructure. and mobile technology or cellular network developed a new
computational paradigm model called Mobile Cloud Computing {MCC). In MCC nerwork architecture, resource-
constrmined electronic mobile devices can utilize compuiational o storage space resourees of clowd server or dan
center vin wireless communication notwork any time or anywhere clse locations. [8] Generally any electronics
mabile devices become a major part of our life due to its sharing of information in a flexible manner over mobile
wireless network. [7] In the Mobile Cloud Computing (MCC) environment, mobile deviess nceess the resource from
the eloud server, Hence before getting any kind of service from wireless networks and clowd servers, the mobile
devices must be registersd and authenticated. As we know mobile devices having resource and computational
consiraints, so it is not suitable to perform complex operations in the mobile device for awthentication purposes.
[11]in MCC, if mobile user and cloud service provider are, both registered with the mobile wircless metwork and
after that mobile deviee and eloud server will be authenticating to each other with unique authentication protocol 1o
exiablish secure commumnication between mobile devices nnd clowd servers over sccure channels at both ends to
avodd ey vulnerabilities and to ensure the legitimacy of dam access
The research paper is organized as follows: Section "Related Works" deseribe the related works of different authors
in various research papers. In the “Proposed System” section we developed the rmileifactor sunhentication scheme
And "Security Analysis™ describes the advamages of cur protocol™. Finally, the "Conchasion” sectivn concludes il
paper

i1, RELATED WDRK

In our proposed scheme, we are going 10 improve the seciinty of Mohile Cloud Computing by proposing
advanced lightweight bio-metric based mubi-factors anonymous suthenticalion scheme under mobile clowd
computing network architecture. [1] During communication in Mabile Cloud Computing (MCC) netwaork
architecture, it is necessary to implements secure and private communication protocol to make all entities involved
in communicating authenticated and attacks full proof. All the information is transmitted over wireless medium
including all mebile devices as well as server-related information ase in the form of wireless signals, hence it is 50
hard 10 ensare that any unouthorized entifies or hackers can get access to transmitted or comeunicates with any
Aevices invalved in MOC petwork srchitecture and can sieal the private or secret information. 50 i is o challenge to
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Absiraer

The whigiitons oetwvaek Whe MWabile Clord Compirting (8T
provides the bigh gualily sf sideless services depembing wpron e
wipeless communication sbem aefeark secirly level. And so
arany researcles gre caevied oad by the researcher on Securify
afperithmy for wireless commpniciiion  gpsem  costracied -
affferent seiwork reliakilie. I our propesed thests paper, on @
thewreticnl basiy, we developed the iherry of MOC Secumly Layer
Prodocel security system (o alifol see uged the crpprographic o
fremerfon SHA-250 iv gemevate o privide ke for enfitles, BCS
emcrypiion, aud decripiion elporithem,  Teaporal Key Tolegrity
Protocal (TEIT gevierating o drproele sequendal key and CRC-32
wlhechsm fo defecting e srvor W ek poekets. The MELP wsex e
steed symeteic secred ey catculafed or e Basis af e Bffe-
Hellman  Keyp  sharieg  scheste  ¢0 generafe  keystrémm  for
erpptograply fenctions. The secrel Bey siored dn she device’s
[fHlesystem swre detebase prior fo the deployment on Mebile Cloud
Coinpiting and remains the some throughoul the session of
cimrntuaicatior, These spsteors ase e dymomic  iniiolization
wectar fo gveld cepdy arineks gl message infegrity code enlculated
mn seunrce and desifatiog devices addresses and aciual frame
camienin. I the proposed thesiy poper we mnalpze the secirily
misavires o MELP fevel and before trmsaiiing luforsaidon aver
e mohile meiworks, the fnformendon & emerypied e ghe foror of
frioes amd of the physical Gnpers this frome corverted Tote. ity
equivalent radio sigrails

Kepvard: Mobile Clood Computing, mwobile network security,
wincless signal security algoritim

INTRODUCTION
The Mobile Cloud Computing (MCC) consists of
individual mobile phone, laptop, or any other
electronic devices which are connected with cloud
server via the cellular network. Both the enlities
mobile devices and cloud server shares resources
and information o each other over the wireless
communication. The need for security in MCC,
which arises from the transmission 1o receiving of
secured information. Due to the broadeast nature of
the wireless radio channels, anyone can monilor o1
access wireless communication. In addition to the
myriad vulnerabilities of the conventional wired
networks, the wireless networks also has a host of
the other vulnerabilities associated with the use of
radio communication and mobile endpoints. The
packets arc transmitted over the air link, which
makes it relatively easy to eavesdrop, intercept
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them, mject malicious payloads or launch Demial of
Service (DoS) anacks. [1]Thoogh the cloud
communication services providers offer security
protection as part of its service and must also take
measures to ensure data and information are secure.
The fundamental factor defining the success of any
new information computing technology 15 the level
of security, it provides 1o the user. The service
provider must fulfill security requirements hke
confidentiality, integrity, and availability to protect
the information in wircless communication.[4]In
general, most wireless network receivers devices
including all I[EEE B02.x protocol compatible
devices start to accept messages in the air once a
synchronization header (preamble) is detected.
They stop receiving messages based on a frame
length byte. [f collision occurs during the reception
of the header, nothing can be received. So o avoid
such kind of difficulty proper packet encryplion
techniques must be used in Mobile Cloud
Computing.
PROPOSED THEORY

[3]In Mobile Cloud Computing (MCC) security
issues are divided into three levels viz, Security of
mobile devices/terminals, Security of wireless
communication channels, and Security of cloud
infrastructures. Here in this section, we will discuss
security on  wireless communication channels,
Uising Maobile Cloud Computing, mobile users
communicate with the cloud servers with the bhelp
of communication channels or wireless interfaces
There are lots of possibilitics for attackers to breaks
the traditional security arrangements using
encryptions  techmiques  or  authentications
technigues. Because most of the attacker are used
to with this techniques and by doing R&D, they can
easily do security break up in security arrangements
likes access control attacks, confidential attacks,

—
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Abrrea:

The Mubdle Cload Computisg is offering reqaivements based IT serviess s mukile user by fetching infurmstion from elosd dais cenler
throughoet worldwide. It abso gives tbe TaciBitics b ensbles hosting of pervasive spplications from ssstomer, consumers, scentifie and
hutimess demadn, The dutn eenter or choud sérver do not HEpparts sulomatle leasing of the right amount of services requirements of users
while minimizing the cost of leming or resource allocarion and ofanding ta cloud [ofraitroctures. In ihis proposed thesis peper we will
fissus on the follewing points for vecure Mobile Cloud Computing ressurces scheduling.

I Architeciure prineiples for swlamatic managemend of ressuree allocation policies and scheduling algorithm durisg aflloading and
Fedricving he information from closd datn center,

£ Discuss sonve mcthodelogies on security algorithm during transmission of information over wirtless communieation made while
offfasding and fetching informotion over doud server,

Kegnowass
Maobile Cloud Conspating, Wireless Signal Security, Network Slicing. Spread Spectvum Technbque!

L INTRODUCTION
Mabile Cloud Computing (MCC) i5 an Internet based technelogy which offering utility oriented 1T services to mobile
devices users on pay-as-you-ge model via distributed virtualized and scalahle infrastruciure availible with number of
hosts like sk scheduler, virtual machine and proxy server elc. During high demands of mobile users throogh wireless
signals, the workloads on celfular and cloud networks increases which may impact the performance of services due 1o
load imbalance.
To give good Chality of Services (QoS) 1o users, we have to make proper armangemenis in availoble resources over
mobile choud computing in terms of oplimized usage of resources, limiting the operational costs and increasing
scalability of wireless and cloud networks infrastructures.
[1] The mobibe devices lacks adequate resources like battery power life, stornges and processing capabilities. Due w
such kinds of limitations user task request 1o process gels alfected. To overcome these kinds of problems,
n carly 1990°s client-server model over network processing was introduces so that high computation-intensive tasks
are executed over server side rrespective of client side due its limitation. However, by using distributed computing or
parallel computing over cloud network architecture, Mobile Cloud Computing facing many challenges like parameter
marshalling, client and service binding, and the semantics of remote invocation and security challenges over wireless
nelwork communication,

2] The asthors in this puper raise the points on dats ransfer size optimization and doio persistence versus data
avalability. During offloading data from mobile devices 1o cloud infrastructures, how much dat o move in a single
transler. In accordunce with wireless network bandwidih, we have 1o aptimize the dotn rate in terms of signals chunk
size with uniform parameters requirements in communication to achieve goad quality of data transfer. The Data
Availability is important for completing tasks in o currently running process. Data persistence refers sloring data
in the cloud until it needed agdin in futere. For all of this siuff Mobile Cloud LComputing architecture need good
sigrals bandwidih, device capacity and latency in caching of information.

IL. RELATED WORK
[310ue 1o the continuous and explosive growth in dua traffic in the future, dats ofMleading has become essential in
mohile networks in order to decrease the capital expendinure {CPEX) and operational expenditure (OPEX) of mobile
Retwark operators (MNOs) while maimaining or enhancing the QoSoE of end users,
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Abstract-Combining genecal cloud computing with maobile Computing, mee! requires the use of mobibe
electranics and peripherals, such as mobile smartphones, Liptops, and ather devices, toaccess resources from
a remote cloud data center using celfular techaology or wireless commanication. Sarage space, compuiing
power, and battery e are just a few of the resowrce limitaticns that mobile dovices in general come aoross.
Thereiore, we are unable to manipulate information from cloud data centers on mobsle devices using Basi
miotile comparting toots and programming. The process of mohile device authentication involves establishing
thie begitimacy of the mobile network and cloud computing system to safeguard the user's sensitive data from
control orders from unauthorized users or user equipaent. Information in the form of radiosignals has been
sxpetiencing increased security difficuities due to the apen nature of wireless netwarks or cellular networks
utilized in mobile cloud computing systems. Mobile device authentication must be necessary to improve the
security performance of the wireless system in MCC due to the open nature and susceplibility of wireless
commanication. In the proposed thesis, we make various (dentity and actess management {1AM) suggestions
to control which devices connect and are permitted to access businass data from the clouwd server via a
wireless mobile network, or 56 mobile networks. A blockchain-hased authentication system has been
developed recently with the rise of blockchain technology to securely confirm user identification in online
mode, With the use of blackehain technology, the compiete information system network can maintain its data
integrity; no external entity is reguired to centrally monitor the network, The level of secunty of authrized
sécevs 1o company data, informatson, and resources from the MCC cloud storage system wall be increased by
the multi-factor authentication system integrated with blockehain technology. In the proposed thesis, we also
meftionseveral research projects on terminology for mobile device authentication utilizing the technology of
blochchan,

Keywords: Mobile Clowd Computing, multi-facter authentication, wireless network, and blockehain security.

lintreduction

The term “Mobie Clowd Computing,” or MCC fof
short. referd 1o 2 new computing paradigm. that
combines aspects of cloud computing with mobile
psebworks, each of which has a varlety of
companents, Tha MOC granks access to cloud
computing resources, incleding proOCessing power,
storage space - and services, for any electromic
mobile device. These resources are delivered
using wireless communication networks, such as
mobile of cellular networks, Wi-Fi* [11, andso on.
Using Mobile Cloud Computing (MCC), all of
theprocessing and storage is done over the cloud
computing areainstead of the mobile device due
1o the miobile device'slimitations in storage and
pogessing

[cations o that MCC i 3 reliablesystem and on-
demand we can get access o any information
regardless of locatian and hardware conliguration
of usermobileglectronic  dewices  and
thereforesharing

afinformation between two or more enfities via
the wirelesseonnection {22] The purpose of this
thesis paper s torepresent a new theory of
encrypting information as well as authenticating
the wser of a mobile device, Specifically, this
stuchy will forus on mobile devices authentication.
Because of this, mobile devices need to be
registered and authorizedbefore they can get any
form of service from wareless networks of £ldu

servers. Bocause of the Hmited resources anil

processing power that mobite devices have, 0 I
% is notadvisahle to carry oul complicated tasks on 4

power, and informationes stored in multiple
q

%&,LJM 1985
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High-quality wireless services are made available vin pervusive
networks like Mabile Closd Compoting (MOC), but iheir
rediahility i conlingent on the robustness of the anderlying
wireless commonlestion system's network secuarity. Many stodies
have been comdacted on the topic of developlng sccurily
alporithms fir wireless communlestion sysiems bailt with varving
degress of npetwerk relisbility, Cur proposel thesis paper deiails
the dhewrelical devclounent of o security system for the MCC
Security Loyer Protogel, wihdeh makes wse of the 5IA-256
cryplapraphde hash fincticn to generate private keys for entlties,
thit RUS encryption and decryption algorithng, the Temporal Key
Imteperity Pratocel (THEIF) fo gemerate a dynamic sequentind key,
and the URE-3Z checksum to detect errors in sur packeds, Using
the Diffie-Hellman Koy sharing algorithm, the MSLIMy stored
symmetric weeret key i wsed to peierale n keystream for use In
crypltugraphic operations. Before deploying an Mohile Clond
Computing, we save 3 privale key to our dalabase on the device,
aid thial key never changes. To foil reply sttscks and message
integrity codes based on the addresses of seniling and recclving
deviges and the contents of individual frames, these sysfems malke
use ol 4 "dynaimic initiolization veetor.™ Before dota B sent across
mabkle networks, W §s enervpted in the form of frames at the
MSLP level and translated into its equivalent radio slgnats at the
physical layer, both of which are analyeed in the proposed fhesis

paper.

Keywordsy Mobile Clasd Compartey, wobile srword securty, sdreleo
sigrad secwelly slponithom, packel conprography, BCT

I INTRODUCTION

Mobile Clond Computing (MCC) connects mobile phones,
lapiops, and oiher devices (o clowd servers over cellular
netwirks, Mobile devices and cloud servers share resousces
pnd information wirelessly. The transmission and reception of
secure  mformation  necessifabe MOT  secunity,  'Wineless
communicotion s broadcasi, so onyone may listen in
Wireless networks have radio communication and mobile
endpeant  vulnersbalities in addition o the many wired
petwork vulnerabilities. Airlink packels are casy (o caplure
ond eawesdrop on them, insert malware, or execute DoS
attacks. [1] Clowd communication providers mast secure dita
and information as part of their service. New information
computing  wchnologies suceeed orf fwl based on  user
security, Wireless communication requires secrecy, integrity,
and availability from the senvice provider[4j0nce o
synchronzation  header (preamble) = rfcogmized, most
wircless network receivers, mcluding |[EEE 302, x devices,
starl accepting airborne messages, Messages hall alter a frame

“:_:Em Aed fre ¢

length byle. A collision during header receipl prevents
reception. Mobile Cloud Computing needs packet encryption
i aveid such issues.

[25]To protect the privacy and authenticity of information

sent via a wireless netwaork, a method called "packes
cryplography™ 15 employed. Eoch data packer is encrypred
before transmission and decrypted upon arrival. Prevenling
malicious parties from guining access to private data in transit
is packet cryplography's fundamental goal IF the packets are
encrypted, even il an attacker can intercepd them, it will be
impossible o read the dam withowt the key,

Packel cryplography makes wse of o wide range of
cryplographic  methods  and  prowocols,  including  both
gymmelnic  angl  asymmetne  encrvption. In symmeine
encryplion, a single key serves as both the encrypiion and
decryption for the datn packets. The Advapced Encryption
Standard {AES) and the Data Encryptien Standard (DES) are
both examples of symmetne encryption methods, However, m
aif-'lll:lllr:ls'i-;: ﬂl:u,::':,.'pli:ul., Wil k-c::,-ﬁ are used: ome For Encrypiion
and one for decryplion. Dagital signatures and safe key
exchange are two of the extra secunty feptures made possible
by this technology. Elliptic Curve Cryplography (ECC) and
RSA are two popular asymmetnc encryption techniques.,
Packet cryptography is wsed to secure wireless network
communkcations amd can be implemented at muliple lavers of
the network stack, including the network laver (through EPsec)
and the Eriknsport layer {via TLS or 88L). Factors like as the
nebwork profocol o use pnd the imended [ovel of secuniy
witarm the dedisbon of which encryption method © employ amd
nt which Lnver o |I'|||_‘||i‘:|l|l.‘|1| it When il comed 0 wireless
nebwork communication, packet crvprograply s cruciel sinee it
:'n&fl:ﬂltul:d: grpative . dila  fFom |:l|'."|r|g |:|1'.|.:T|.:.:J'_\-|c|_! while 1n
tronsii nnd ensures i auihenticity.

Lhita senl over i wireless network can be encrypied using o
method called “packet cryplography.” A key leature 15 s
agbility to encrypt data packets before their trafsmission over a
network, Because of this, it i3 congiderably harder for hackers
o iniercept the data and decipher it Mumerous methods of
packel epcryplion are now in ise. Some of the most typical
examples include:

[23)Dma Eneryprion Standard (DES) 18 o 56-bit key eymmetric
cneryption fechnigue. Althowgh it bas o pooer reputation fod
grensth, it fnds widesprend wee

The 1Z28-bit, 192-bit, or Z56-bit keys used by AES, the
Advinced l::nL'r}'rllu:m Kl.ﬂnd:rrll. make 1 & -s:,'mml:'lru:
encryplion technegue. It 15 the most used method of packet
encryption because of i1s hagh level of security mmd wadespread
adoptid.

[23]To encrypt data, public-key cryptography (PKC) employs

Mo Wlas &%

——



SR, 10053 Al Campound Transmission Securify for Mobie Claed Compubng Using Soread Specium Technigue | JOURNAL OF MORBILE COMPUTING, COMMUNICATIONS & MOBILE HETWORKS

|

JOURNAL OF MOBILE CO MPUTING, COMMUNICATIONS & 1 OBILE NETWOR

ireh Old Archive ! ANnNouncements

Home [ Archives |
Vol. 10 No. 3 (2023): Journal of Mobile Computing, Communications & Mobile Networks |
Review Article

Compound Transmission Security for Mobile
Cloud Computing Using Spread Spectrum
Technique

Vikram Patalbansi E

Research Scholar, Department of Compuber

Engineering, Pacific Academy of Higher

Education and Research Univarsity (PAHER), Published
Lidaipur, India

2024-01-11

Jayshree Jain

Professor, Department of Computer
Engineearing, Pacific Acadernic Higher
Education and Research University, Uidaipur
India

G. Prasnna Laxmi

hEps-simocompubers simicumals comfingex php oM CCMMN amcdahiow T3



— BioGecko Vol 12 Spl Iss 01 2023

ISSN NO: 2230-5807

A COMPARISON AND ANALYSIS OF SUPERVISED MACHINE
LEARNING ALGORITHMS TOWARDS ACCURATE PREDICTING
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Abstract: In machine leamning, forecasting is one of the most significant applications. Machine
learning uses various techniques for prediction. Taking into consideration the recent work, we are
focusing on machine leaming algorithms and analysing how these algorithms are used in the
healthcare industry to predict heant diseases. In supervised machine learning, the machine first states
the patterns from labelled dataset (training dataset) and secondly it applies that on the unlabelled
dataset (testing dataset) to predict the result. The training dataset includes input and comrect cutput.
Classification and Regression are the two techniques used in supervised machine learning.
Classification technique is very commeonly used to predict diseases in healthcare. Classification is a
learning technique in which, deciding of class label to a given data done through machine leaming
algorithms. Regression technique shows the relationship between two or more variables. We discover
links between dependent and independent variables through regression technigques,

The core focus of this exploration is to conduct a systematic proportional study and examine of four
machine leaming algorithms, specifically random forest, support vector machine, KNN and decision
tree in heart disease prediction. We found that support vector machine and random forest provides the
highest accuracy in the prediction of heart disease among all. Random forest can be integrated with
another classifier to achieve more efficiency.

Keywords: Machine learning, random forest, decision ree, Support vector machine, KNN and Heart
Dhsease,

Introduction:
MNowadays, various industries in public and private sectors generatevast quantity of data. Data is a key
aspect and plays a vital role in new development. We need reliable information to produce optimized
and best outcomes in any area. Data in an appropriate structure, organized manner and in a suitable
predefined model is called stroctured data, Unstructured or raw data tend to give rise to several
problems while working with them, especially if that data is used in analysis, Today healthcare
industry is one of the biggest industries which has a huge amount of medical data. This industry
collects the data from various sources like hospitals, insurance companies, pharmaceutical
industries Epidemiological Surveillance, census, other health records, sample registration system,
patient’s disease registries, electronic health record and clinical surveys. The collected data is stored
and used for analysis for better improvement in the medical field, research in drugs and predication or
diagnosis of disease. Medical data comes in many forms. Text, images, sound,various readings from
wearable medical IoT devices, hiosensors data, data collected from clinical j fs and devices
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Abstract - Diabetes is a chronic condition that results from the body's resistance to or the
pancreas’ inability to effectively use fhe insulin it produeces, Insulin, a peplide hormone, was
responsible for regulating blood sugar. Repeated episodes of hyperglycemia, also known as
high blood glucose or elevaled blood sugar, are cavsed by hysierical diabetes and may cause
severe damage to a variety of unique human body systems, including the nervous and
cardipvascular systems, Long-term diabetic nerve, eve, renal, vascular, cardiovascular, and
visuil impairments are real. Adulis with diabetes are two to three tmes more hkely 1o have a
heart attack or stroke, The likelihood of a negative resuli from several viral infections,
including COVID=19, is raised in people with diabetes. One in five of the more than 58 million
persons who live with diabetes are unaware of their condition. Different diseases are identified
using maching leaming methods, including Decision Trees (DT), Support Vecior Machines
{SVM), and K-Nearest Neighbors (KNN). The use of machine leamning algonithms can result
in gquick and accurate disease prediction. One of the well-liked machine learning techniques in
the medical industry is the decision tree, which has strong categonization capabilities. The most
important risk factors for prediabeies were discoverad 1o be age, waist=hip ratio (WHR), BMI,
systolic and diastolic blood pressure, and a family history of diabetes. While the classification
accuracy of the images produced by both methods is satisfactory, the SVM greatly outperformes
the KNN in terms of classification speed and accuracy. 5VM offered 98% accuracy, which is
higher than DT (92.4%) and KNN (93.94%). Glucose plays a major role in diabetes.

Index Terms - Prediction, Diabetes, Machine Leaming,

L. INTRODUVCTION

The worldwide healthcare system may face a catastrophe because of diabetes, a long-
term ailment. The metabolic disorder known as diabetes [1], or diabetes mellitus, 15
characterized by persistently high levels of blood sugar, The number of people living with
diabetes 15 expected 1o nse from the current 522 million in 2022 (up from 108 million in
2001y [2]. As a whole, the rate of increase has been higher in low and medium income

Jouarnal of Data Acguisition and Processing Vol 38 (2) 2023 1330
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Abstract

Machine leamning uses variations of methods for disease prediction. The present article
is alming to give a thorough explanation of how random forest, decision tree, liner regr-:ﬁmun
are used in our research, especially when combined and applied for the heart disease prognosis.
The outcomes of an experiment companing the implementation of forecasting techniques on
the same dataset. In our research, we independently experimented the dataset with random
forest, decision tree, and linear regression. The DTKNN! is our proposed model where we
hybnid two machine leaming algonthms for achueving the highest accuracy for heart disease
prediction. 303 records and 1025 records from different regions combined together in the
DTENN to get 100% accuracy in the prediction of heart disease. In our article we compared
DTENN with other machine leamning algorithms. Based on the outcomes of our experiments
and analysis, we can accomplish that planned model generated the uppermost accuraleness
{100%) when using decision tree and KNN together.

Keywords: Heart Disease, Machine learning algorithms, Boosting, Ensemble classifier
Introduction

An enormous amount of data is generated in today’s public and business sectors world.
Data i1s important and essential to new development. To achieve the greatest and most
optimised results in any sector, we need trustworthy information. Structured data is data that
has an adequate specified model, a proper structure, and orgamsation. Working with
unstructured or raw data frequently results in a number of issues, particularly if that data is
used for analysis [19].

Today, healthcare sector is known as the largest sector which has a gigantic amount of
medical data. This industry collects the data from vanous sources like hospitals, insurance
companies, pharmaceutical industnes, Fpidemiological Surveillance, census, other hle:gllh—-.ﬂ
records, sample registration system, patient’s disease registries, electronic health rempdwhd Ny

| DTKNN- Decision Tree and K-nearest Neighbour I:‘ *-“C"; __' ‘_
Published/ publie in Res Militaris (resmilitans.net), vol.13, n°3, March Sprin 'r‘”"“'g' w /4
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Abstract—With the combimation of lafermatisation and
indesirialixation, software wotilssten has become m
extemsive and plays & ermclal role in many facilitles. At the
same  time, Software faflores cause huge losses, thos
emsuring the reliability of software becomes Increasingly
meorssary. The fumdamental concepiions of software reliability
arc pul ahead in this paper, and comparative analyies on
the research sistes at home and abroad are stodled.
Meanwhile, the prospect aof further progress of soffware
relinbblity is made.

Egywords- software rellability; gmoheds of informatisation
and indusirialivaiion; comparaiive analpsis
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IMTRODUCTION

Mow, software plays o nore il role in more
industrics, However, with modem industrial operations
growing moare complex, assurance of software reliability
becomes more complicated.  Although mamn kink of
rescarch should be carried out and plenty of applications
have been put ino use, there is still a long way 1o ga in
software reliability.

DEFINITION AND IMPORTANCE OF SOFTW ARE
RELIARILITY

Definition

IEEE Compuier Society enacted a clear definition of
software reliability in 1983, which was believed az a
national model by the Mational Institute of Standards and
Technology (MIST) in the United States. Following the
vear 1989, China also took the comment a& & national
standard.  According 1o GBT  11457-95-Software
Engineering Terms, the meaning of software reliability is
as follows [1]:
Software reliability is the possibility of failure-free
software operation for a specified period below a
specified condition. This probability wses the input and
usage of the way and the failure that existed in software,
The system input will decide whether an cxisting loss
wll ez found
Software relisbility is how the software does the required
functions during the prescribed period under a specified
condition,

Differences  between  Hardware  Reliabifity  awnd
Software Reliabiliny

M large section of hordware failure s due 1o materinl
wear and material ageing, while software will not
mcrgase gver time, namely never wear,

The critical portion of hardware relinbility is present,
affected by design, production, and service. Monetheless,
sorce code is an essential pant of soflware reliability. As
for embedded software, the interface’s Tault within
hardware amd software is a significant factor in failing
[21.

Tepartance of Saftware Rellalilicy

H Foftware reliahility is a necessary condition to
support Fegular svsiem operation
The effect of software s getting more and maore
imponant as o growing number of digital devices are
puiting ivlo use. In the acrospace domain, the scale of
source code in airbome software gives o million lines.
However, the sharp nse of scale and complexity in the
software also improves the failure number. One study
shwows that prifiessional software developers' oodes would
have six esrors every thousand lines [3]. Following this
fault occurrence, software with a million line codes would
produce as many as 6000 faults. What is more serious, the
depth of faull increages geometrically as the ramge of
software grows. The increasing number of faults makes
mistake location mare complex, and the repair cost nse
dramatically. Besides, software breskdown can cause
serious consequences. The most notable examples are: in
1962, MARINER [ conducied by the United States to
Venus lost contrel 293 seconds after staying launched.
NASA owed this faull to the wrong code line in the
Faortran language, causing the cost loss as high as RO
million  dollars. The popular  safety  company
SecurityFocus data reveals that the most severe power
Blackout occurred in the Uniled Staies and Canada on
August 14th, 2003, following software failure. Serious
events caused by software failure are by no agency, only
these iwo, These accidents show us a lesson that sofiware
reliability meods o be analysed before devices are put into
use,

2} Saftware refiability becomes the boleneck 1o
improve system redtabilin
Software plays an increasing part in systems. For
example, every time the fighter aireraft updates a new
generation, the functions realised by software double [3],
Software  reliability s directly related to system
reliability.
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ABSTRACT

Software reliability is defined as the probability
of software (o deliver cormect service owver a
period of time under a specified environment
This is becoming more and more important in
various software organizations to discover the
faults that occur commonly during development
process. As the demand of the software
application programs increases the  quality
becomes higher and higher and the reliability of
these software becomes more essential. Hence
Software reliability is mentioned to be as the one
of the important factor during development.
Many analytical models were being proposed
over the years for assessing the reliability of a
software system and for modeling the growth
irends of softiware reliability with different
capabilities of prediction at different testing
phases. A Neuro Fuzzy based software reliability
(SR) model is presented to estimate and assess the
quality. Multiple datasets containing software
failures are applied to the proposed model. These
datasets are obtained from several software
projects. Then it is observed that the results
obtained indicate a significant improvement in
performance by using neural fuzzy model over
conventional statistical models (Fuzzy Model)
based on non-homogencous Poisson process.

1. INTRODUCTION
1.1 Background

Dependency on compuier aided systems is
increasing rapidly day by day and the software
systems operating in it .However this quality of
service by the system is degraded by some
goftware failures or fails o mect the required
level of performance this make many of the
people to strike off these software. This model

il e pr-l:n:lu.ct properties with the

to employ some efforts on software reliability and
usability. However, this thesis focuses only on
software reliability based models.

1.2 Software Reliability

The American Instimte of Acronautics and
Astronautics (AIAA) defines SRE as "the
application of statistical techniques to data
collected during system development and
operation to specify, predict, estimate, and assess
the reliability of software-based
systems"[8]. Three  kinds of identifiers for
Software Reliability. They are a) Probability of
failure free operation over a specified time
interval. b) Mean time to failure (MTTF) the
predicted elapsed time between inherent failures
of a system during operation. ¢) Expected number
of failures per unit time interval termed failure
intensity.

Here in our work, 8 Newro Fuzey based SRGM is
proposed. In order 1o test the accuracy of
proposed maodel, real failure data of a software
project is required. However, it is a very tme
consuming process 1o carryout software lesting
for a real project and could even take years, This
is not feasible within the available time and thus
secondary data which have already been collected
and published.

1.3 Neuro Fursy Models

The idea of a Neuro Furzy system is to find the
parameters of a fuzzy system by means of
learning methods obtained from neural networks
used to train the system. They cannot be applied
directly to a fuzzy system, because the functions
used in the inference process are usually not
differentiable. There are two solutions to this
problem: a) Replace the functions used in the
fuzzy system (like min and max) by differentiable
functions, or b} Do not use 3 gradient-based
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GROWTH MODEL FOR FUZZY
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Abstract

Software is ofien a key componen! of the
high ltechnology  systems  that are 5o
common in modern society. High reliable
saftware is  critical both fo  software
imdusiries and the end wsers of the
developed software, and also for the social
community genevally, because failures of
soffware can cause major disruption fo
business and can even threaten emergency
service, Nt Is a challenge to be able to
enhance the gquality of a model early
enough o prevent problems from fault later
in the life cycle because it is much mare
cost-gffective to corvect software foulls
early in the development process than later
when they cause failure. This s why
building software reliability growth models
have gained considered importance in
assessing reliability of software products.
In oiir paper, we proposed an approdoh for
assessing the software reliability by using
different machine learning technigues like
neural-networks,  furzy logic  ete, o
measure the software errors to improve the
Software Reliability at different phases of
Saftware Development Life Cycle(SDLC).

Keywords (Size 10 & Bold) — Soffware
Reliability, MNewral Networks, Fuzzy
Svstems, Fault, Software Development Life
Cveler8DLC), Software Reliability Growth

L INTRODUCTION

Software Reliability is defined as the
probability of failure-free operation of the
software over a specified period of time in a
specified environment[1]. One approach
proposed by Brocklehurst et al.(IEEE Trans.
on Software Engineering. 1990) is to try a
set of models and selecting the one that best
suits the situation. This is a trial and error
procedurehead and tail procedure for
assessing the software reliability at different
phases of software Development Life
Cycle(SDLC). It was claimed that the
different models have different predictive
capabilitics at different phases of software
testing life cycle and there is no single
model that can be relied on for accurate
prediction in all circumstances for  all
different phases of Software Development
Life Cycle(SDLC) (Whitely et al. IEEE
Tran. on Software Engineering.
1992 . Whitley et al. (IEEE Tran. on
Software Engineering. 1992) specified
that,” the problem of selecting a model can
be addressed in two ways[2]:

1y By generalizing the applicability of
software reliability growth models by
analyzing their predictability across a
broad spectrum of representative data sets.

2) By developing adaptive models,
nevertheless, the issue of generalization still
rémains as an open issue”,

20



